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Today’s businesses
face a unique set of
security challenges.

You want security that works and is easy to implement and
manage, but you’re working with a limited budget and resources.
Many organizations know their current antivirus solution has gaps,
but don’t know where to begin in the search for something new.
According to ESG Research, 65% of organizations believe that
the skill level of their security team could use improvement
and 48% are using more than 25 security products. This leads to
more overworked people and, ultimately, less effective security.

Not every endpoint security solution can meet your needs. Finding
the right solution that is easy to deploy, easy to manage and can
cost-effectively protect your growing business is critical.

To help teams rapidly assess endpoint security options, SANS
created a detailed guide to evaluating solutions including next
generation antivirus (NGAV). The guide outlines the necessary
requirements companies should look for, as well as how to
prepare to run a test.

To assist you in rapidly assessing your options for replacing your
antivirus software, we’ve pulled out and adapted key sections
from the SANS Buyers Guide, including the core evaluation
checklist, guiding questions to frame your evaluation, and 7 steps
to conducting your test drive.
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EVALUATION
CHECKLIST

Critical Requirements for
Securing Your Business
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EVALUATION

CHECKLIST

Protection & Detection

Prevention that stops all types of modern attacks, not just malware;
ability to recognize and kill patterns of malicious behavior*

Access to multiple forms of prevention, including ability to set different policies for
different endpoints, such as remote workers*

CRITICAL
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Provide ability to create, test, and quickly deploy policies to improve prevention and reduce false positives*

Identify and quarantine known and unknown malware

Protect against fileless attacks such as Flash exploits, browser vulnerabilities exploits,
and other techniques that attackers use

Ensure that NGAV software cannot be disabled or altered by an unauthorized user

Cloud-Based Intelligence & Big-Data Analytics

‘ Pull threat intelligence from multiple sources into a cloud-based intelligence and analytics engine; use this intelligence
to identify malicious behavior and increase endpoint protection*
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Capture unfiltered endpoint activity data and efficiently send it to the cloud for analysis
Incorporate new and evolving technologies into the product offering through the cloud to aggressively identify and block attacks

Participation of the vendor in the threat intelligence community

OO0

*Carbon Black deems these items as exceptionally critical
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EVALUATION

CHECKLIST

Visibility & Context

‘ Build and customize queries and reports related to endpoint state and activity across the entire organization*

Reveal the full chain of processes affected by the malware/malicious behavior*

CRITICAL

Provide visualization tools, using both graphical and plain language presentations for real-time visibility
and retrospective analysis of events*

O Log all results/resulting actions from detection of/response to malware/malicious behavior. Present all logged information in human-readable format,
independent of the administrative interface

O Integrate with other tools, such as a SIEM system, for broader detection and response support

Performance

Minimize false-positive events, which happen when the product blocks access to a legitimate program*

Provide protection, including identification of new, potentially malicious, behavior,
with minimal impact on the endpoint user experience*

CRITICAL

O Have lightweight impact on endpoint system resources

*Carbon Black deems these items as exceptionally critical
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EVALUATION

CHECKLIST

Operational Requirements

‘ Standard and custom integrations with third party products*

‘ Consolidated cloud based management console for all modules*

Simple deployment. Supports both manual and automated methods of endpoint deployment*

O Collaborative defense. Supports workflows for various security related roles and groups
O Multiple endpoint platforms supported: Windows, Mac, & Linux

Lightweight communication. Support bidirectional communication of threat information between endpoints and the cloud for holistic and robust monitoring

*Carbon Black deems these items as exceptionally critical
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5 QUESTIONS
TO ANSWER

What is the time frame for the evaluation? What is the
urgency for product selection based on evaluation?

What endpoint systems will the NGES run on (e.g.,
production user desktops, company-owned laptops,
production servers, etc.)?

How much can your organization invest in evaluating
performance in a simulated environment that mirrors
production? Not all organizations have the luxury of a
sophisticated test environment. You may need to evaluate
the product strictly based on tests conducted by a third
party and/or a limited test on your own equipment.*

Before Testing a Next-
Generation Antivirus Solution

What are the criteria required for different categories
of users (e.g., developers, security analysts, system
administrators, endpoint users)?

Once you’ve defined your NGAV solution requirements, it’s
time to prepare to evaluate potential products. There are 5
key questions SANS recommends you should answer before

conducting a test drive of a product: How will a cloud-based infrastructure change my

typical operating procedure?

OO0 O00

*Standardized tests allow for a side by side comparison of security vendors by defining a broad set of attack criteria and applying it equally across

many products. Participating in these tests can show how products stack up against one another in similar environments. At Carbon Black, we
recommend looking at NSS Labs results, as they offer the most comprehensive testing effort there is.

1 These questions were taken directly from the SANS guide
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HOW TO TEST

Next-Generation
Antivirus Solutions

After you’ve fully prepared to test potential solutions, there are
7 steps SANS recommends you should follow when conducting
your test drive.

2 These steps were taken directly from the SANS guide
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HOW TO TEST

0 Configure your evaluation environment.

¢ Pick a sample of the different types of machines that you manage (e.g., Windows 7, 8 and 10 workstations, laptops).
¢ |Image the test machines based on the standard configuration for the organization’s endpoint.

¢ Familiarize yourself with any cloud console and configuration requirements for the products you are evaluating. This should
include an analysis of how the point-to-point requirements that can affect communication will work. Consider availability of
“last mile” connectivity, which will not normally be accounted for by the cloud-based solution, as well as the methods for
protecting the cloud-based endpoint and the data and/or metadata created in the cloud from the organization’s endpoints.

e Evaluate from the viewpoint of your
main users: endpoint users and At Carbon Black, we think it’s important to ensure technology
administrators. There iS nothing more doesn’t impact your end user. As you go through the critical
f t t.n than choosin a roduct checklist, pay particular attention to the items that impact your
rustrating .. . gap administrators and users. Things like ease of configuration and
that makes administration more flexibility to create separate but effective security policies for
difficult and/or generates constant different user groups should be top of mind.
calls to the help desk.

2 These steps were taken directly from the SANS guide
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HOW TO TEST

e Establish possible use cases and
evaluation objectives, including:

¢ Phishing attack

¢ |Infected bring-your-own-device (BYOD)
equipment or machine

¢ | atent ransomware

¢ Targeted or insider threat

G If evaluating more than one
product, try to maintain
consistency across all the
products being evaluated.
For each use case, develop a
well-defined scenario that:

¢ OQutlines the steps in the use case
¢ Accounts for what the NGAV should show

¢ Documents the anticipated performance and
outcomes based on your preliminary review
of the product’s features

2 These steps were taken directly from the SANS guide

Infected BYOD - For this step, pre-infect a device with malware files from sites
like VirusTotal, or a similar malware repository, and then install the proposed
NGAV solution to test its ability to detect and prevent the infection.

For Ransomware, test packages like KnowBe4’s RanSim can effectively simulate

ransomware in your environment without actually exposing your machines
to the risks involved in running real ransomware. If you do decide to test with
real ransomware, ensure proper precautions are taken to isolate your testing
machines or lab from the rest of your environment.

For example, the steps of a well defined ransomware scenario might include
delivery of ransomware > ransomware package running > ransomware
package being stopped. You might expect the NGAV to show delivery vector,
storage location of ransomware files, attempted encryption and how it was
detected or identified, and adequate information to enhance security policy
for future scenarios. During testing, monitor the endpoints being tested for
their performance and any impact the tested products may have on standard
performance. Apply this same scenario to each proposed solution individually.
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https://www.virustotal.com/#/home/upload
https://www.knowbe4.com/ransomware-simulator

HOW TO TEST

Create a scorecard that allows you to rate (on a 1-10 scale)
the functionality of the product in meeting operational
requirements. Again, remember to apply the same standard
as you evaluate all products.

Refer to Carbon Black's evaluation
checklist on page 6

e Create appropriate evaluation documents and scripts based both
on the scenario(s) and previous product evaluation results.

0 Conduct the evaluation, document results and determine the
leading product(s) and vendor(s) for further consideration.

2 These steps were taken directly from the SANS guide
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Carbon Black.
The Easy Answer to Endpoint
Security Problems

Carbon Black (NASDAQ: CBLK) is a leading provider of next-generation endpoint security delivered
via the cloud. Leveraging its big data and analytics cloud platform - the Cb Predictive Security Cloud
- Carbon Black consolidates prevention, detection, response, threat hunting and managed services
into a single platform with a single agent and single console, making it easier for organizations to
consolidate security stacks and achieve better protection. As a cybersecurity innovator, Carbon
Black has pioneered multiple endpoint security categories, including application control, endpoint
detection and response (EDR), and next-generation antivirus (NGAV) enabling customers to defend
against the most advanced threats. More than 4,300 global customers, including 35 of the Fortune
100, trust Carbon Black to keep their organizations safe.

Carbon Black and Cb Predictive Security Cloud are registered trademarks or trademarks of Carbon
Black, Inc. in the United States and other jurisdictions.

MAND

If you’d like to read the full SANS guide, go to:
carbonblack.com/sans-evaluation-guide
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https://www.carbonblack.com/resource/the-sans-guide-to-evaluating-next-generation-endpoint-security/
https://www.carbonblack.com/resource/the-sans-guide-to-evaluating-next-generation-endpoint-security/



