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Introduction
Although the mainstream media has only recently focused on ransomware, attacks date
as far back as 1989. Ransomware attacks became more widespread in 2009, and they have
continued to morph and cause damage (see Figure 1). In most ways, ransomware is simply
another form of malware that requires well-known, essential security hygiene controls to
avoid or minimize damage. However, the rapid DoS impact and accompanying extortion
demands warrant a careful
review of detection and incident
response processes and controls.
Kidnappers have been making
ransom demands for hundreds
of years, and standard law
enforcement advice has always
been, “Do not agree to pay a
ransom, by wire or in person.”1
When ransomware began to be
a common online attack, most
cybersecurity agencies continued
giving the same advice.
Since 2019, the FBI and the
Department of Treasury Office
of Foreign Assets Control (OFAC) has evolved federal guidelines and regulations around

Figure 1. Ransomware Attacks
in the Media

ransomware payoff, acknowledging that organizations are considered victims—even if they
pay a ransom.2
Although there are many downsides to paying off a ransomware demand, the realities
of the situation and the business impact require security managers to be able to make
business-relevant risk recommendations to CEOs and boards if a ransomware event
occurs. Most of the planning and effort to battle ransomware must take place well before
an attack!
Investing in a mature, effective, and efficient cybersecurity program will always be the
best way to minimize the risk of any attack succeeding. Cyber insurance policies are
widely available and can reduce (but not eliminate or fully transfer) the financial impact
of an incident. The extortion aspect of ransomware requires new looks at if and how
cybersecurity insurance can play a role in reducing the financial impact of an incident.
This whitepaper provides the key facts and a decision model for CISOs to make informed
recommendations on how to best reduce the impact of ransomware attacks, including
how cyber insurance plays a role.
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Ransomware: Basics and Differences
from “Normal” Malware
The Department of Homeland Security (DHS) Cybersecurity and Infrastructure Security
Agency Ransomware Guide defines ransomware as “…a form of malware designed to
encrypt files on a device, rendering any files and the systems that rely on them unusable.
Malicious actors then demand ransom in exchange for decryption.”3
Early ransomware attacks (see Figure 2) fit this definition very well, because the impact
of a ransomware incident was limited to denial or interruption of service. These simple
attacks could be mitigated by mature disaster recovery or continuity of operations
processes that included maintaining comprehensive backup files that were stored
separately from active data.
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Figure 2. Brief History of
Ransomware4

and regulations and laws requiring various forms of public breach notification become
relevant. In more recent ransomware events, attackers have threatened to expose the
information they encrypted and have frequently done so. Also, ransomware attacks, like
data exfiltration attacks, are often carried out without malware—phishing attacks are used
to obtain user and/or admin credentials, and system internal capabilities are used to
encrypt and/or export sensitive files.
For the purposes of this paper, we will use this definition: “A ransomware attack involves
a threat actor obtaining access to and control of sensitive business files or executables,
and then demanding a payoff to prevent business damage through denial of service or
exposure of the captured information.”
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Mitigating Malware
The basic principles for preventing damage from malware apply to ransomware, as
well. The CIS Critical Security Controls5 and the NIST Cybersecurity Framework6 are two
commonly used frameworks.
The CIS Basic Controls are a necessary, minimal level of essential security controls.
The CIS Controls also recommend incremental Implementation Groups (IGs) to add
higher levels of controls after those essential controls are deployed.7 See Figure 3.

Figure 3. The CIS Basic Controls

The NIST Cybersecurity Framework (CSF) is a comprehensive collection of standards,
guidelines, and practices for securing information systems and services.8 The NIST CSF
has allocated these across three phases of security processes, and there are five areas
relevant to ransomware (see Figure 4), including:
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• D
 etect—The tactics, techniques, and processes (TTPs) used by ransomware actors
do have some unique characteristics compared with common malware incidents.
More file system activity and less data movement is often seen when network traffic
monitoring is used to provide visibility.
• R
 espond—The extortion demand aspect of ransomware requires different or
augmented response processes. This is the focus of the following section.
• R
 ecover—If critical data or executables are encrypted, standard (but often
overlooked) backup and recovery processes can be used. However, some
ransomware attacks attempt to encrypt multiple times and wait long enough for
incremental backups to also be encrypted and unusable.

Dealing with a Ransom/Extortion Demand
In a ransomware event involving an insurer, many members of the insurer’s team
may show up quickly to participate. This can include staff of the insurer, a negotiator,
incident responders specified by the insurer (rather than the insured’s usual IR team),
an OFAC compliance expert, the insurance broker who sold the policy, and others. One
of the responsibilities of the security team is to assess all participants. Do they have the
experience and technical competence necessary to do the job, and are they devoting their
undivided attention to it? Are they helping the process or hindering it? Should executives
rely on them or turn elsewhere as decisions are made?
Cyber insurance, especially as it pertains to ransomware, is not a fungible commodity
that is standardized and interchangeable across companies or even different incidents.
It is a service that can be more effective or less effective depending on circumstances.
Beyond the financial aspects, another benefit of insurance is that the insurer may bring
expertise in dealing with ransomware and retaining qualified experts. The detriment is
that insurance adds layers of bureaucracy that can impede or complicate the response by
the victim enterprise.
Tabletop exercises with the insurer can help the security team to assess the participants
and think through issues and scenarios in advance.

Accurate Information Is Imperative
In relation to ransomware, the involvement of insurance places additional demands on
the security team to gather information, assess it, and deliver it to the right people. The
security team must ensure its information is accurate and delivered reliably.
Failure to tell the full truth to the insurer could lead to denial of coverage under the
insurance policy.9 It might also lead to sanctions for violating OFAC rules.

9

Cameron Argetsinger, “Cyber Insurance: 10 Tips and Traps,” Risk Management, February 3, 2020,
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As insurers have expanded coverage to explicitly cover ransomware, they have sent new
questionnaires to insureds asking more detailed questions about cyber hygiene, such as
multifactor authentication (MFA).10 Again, in answering the questionnaires, the security
team must be careful to tell the full and candid truth. In the Cottage Health System case,
the insurer denied coverage of a data breach by claiming the insured did not tell the truth
in responding to an earlier questionnaire about cyber hygiene.11
The need to tell the truth requires security teams to choose their words carefully and
accurately. If you do not always use MFA, then do not imply that you always do. Maybe
you should say you “strive” to use MFA, in combination with other controls, or something
like that.12

Insurer May Have Its Own Priorities
The insurer may have priorities that do not align with those of the insured. For example,
the insurer may prefer paying ransom whereas the insured prefers a different resolution
to an attack.
The insurance policy may provide for payment of ransom as well as the cost of business
interruption. The insurer may believe it can negotiate a ransom payment that is lower
than the cost of business interruption as systems are recovered from backup. So the
insurer may pressure the insured to approve payment of the ransom rather than going
through the more arduous process of recovering from backup.13
The insurer might apply pressure by insisting, for example, the insurance policy required
the insured to maintain good cyber hygiene and that requirement was not met.14 The
insurer may say that if you don’t accept its offer to cover the ransom payment, then it will
take the position you violated the policy and won’t have to pay much under the business
interruption coverage. The Cottage Health System case is an example of an insurer
refusing to cover a cyber event because the insured failed to implement required cyber
hygiene procedures.
Commercial insurance policies contain many exclusions of coverage. For example, insurers
for two companies claimed the NotPetya ransomware was excluded under act-of-war
clauses in policies, because NotPetya was linked to the Russian military.15 Such exclusions
give an insurer leverage as it steers the insured toward a decision preferred by the insurer.
Still, most insurers emphasize that the decision of whether to pay ransom rests entirely
with the insured.
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Bethan Moorcraft, “Ransomware the ‘Most Prominent Issue’ for Cyber Insurers,” Insurance Business America, January 11, 2021,
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From the insured’s perspective, payment of the ransom may not be the best outcome. The
attackers may not give a valid decryption key.16 The attackers may attack a second time
after they have been paid. Even after being paid, the attackers may still leak exfiltrated
data to the public.17 Moreover, the insured may not want to pay ransom for moral or
political reasons.

There Is No Cookbook Recipe for Public Communications
Public communications in a cyber crisis are always unique to the situation.
In the Southwire ransomware case, the victim refused to pay the ransom, even though the
attackers had exfiltrated data and were releasing it on the web.18 The victim sued a hosting
company in an Irish court, and the court ordered removal of a website that was releasing
the stolen data.19 The victory in Ireland was more symbolic than substantive, because the
attackers could release the data from some other place. Yet the victim went on a public
relations campaign to persuade its corporate customers and other stakeholders that it
was doing the right thing by refusing to pay the ransom. It emphasized to the stakeholders
that it was ready to do whatever was necessary to fight the attackers, including bringing a
lawsuit in distant Ireland.20
In a case like Southwire, the security team guides the effort to gather and analyze
evidence of what is happening so executives and advisors can devise strategies for
public response.

Cyber Insurance Basics
Boards of directors are motivated to purchase cyber insurance.21 Boards have a fiduciary
duty to protect the financial interests of an enterprise and, to help fulfill that duty, boards
have long turned to insurance. Cyber insurance does cover some financial risk. Plus, to
help avoid that risk, the insurance underwriting process evaluates whether the enterprise
is practicing appropriate cyber hygiene and using necessary security technology. (In the
underwriting process, an insurer decides whether to approve an application for insurance
and on what terms.)

16

Andrew G. Simpson, “Putting Municipal Ransomware Attacks—and Cyber Insurance—in Context,” Insurance Journal, September 3, 2019,
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Whether an enterprise has cyber insurance is also of interest to lenders, investors,
and corporate customers (including a prime contractor when the enterprise is a
subcontractor). The attitude of these parties is that they are unable to evaluate
cybersecurity themselves. It is hard for them to evaluate an audit report on cybersecurity.
But they more readily understand insurance. With insurance, an independent institution
puts its money on the table to show that it has undertaken an underwriting process to
evaluate cyber risk, and it has determined the risk is acceptable.
Some regulated entities such as banks are required by law to purchase cyber insurance.
Accordingly, enterprises are motivated to purchase cyber insurance, even though the
security team may believe money could better be spent directly improving security. The
security team may further be wary of insurance, because it calls for assessments of
security that the team may view as distractions from more important work.
Regardless of the motivation to purchase insurance, the leadership for procurement of
the insurance typically comes from the chief financial officer or chief legal officer. In the
procurement process, these officers then turn to the security team for support.

What Does Cyber Insurance Cover?
Cyber insurance can cover many different risks, and insureds are often not well informed
regarding what their insurance covers. Cyber insurance policies are not standardized. Each
policy uses different language, and this language is often open to interpretation. Larger
insureds have the leverage to negotiate bespoke language in policies.
Cyber insurance can cover the costs of business interruption, regulatory fines, and
incident response. Increasingly, cyber insurers are explicitly covering ransomware,
including the costs of negotiation and payment.
A security team should review insurance policies carefully with insurers and the brokers
who sold the insurance before an incident occurs. Further, tabletop exercises with
executives and the board of directors can help management understand what the
insurance covers in practice, what it does not cover, and what the costs and benefits are.

Coverage of Ransomware Under Property/Casualty Policies
Traditional property/casualty insurance policies can cover extortion or damage to property
while not explicitly covering cyber risks. Sometimes, however, insurers interpret these
policies to cover cyberattacks, including ransomware.22 Coverage of cyber/ransomware
when it is not explicitly stated in the policy is what insurers call “silent risk.”
Silent risk for ransomware rose to prominence in the NotPetya attacks. Losses from
those attacks cost insurers $2.7 billion under traditional (silent) property/casualty
policies worldwide.23

22

New York Department of Financial Services, “Insurance Circular Letter No. 2 (2021), regarding Cyber Insurance Risk Framework,” February 4, 2021,
www.dfs.ny.gov/industry_guidance/circular_letters/cl2021_02#_ednref9
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Carnegie Endowment for International Peace, October 5, 2020,
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Avoiding or Minimizing Ransomware Impact to the Bottom Line

8

So-called “silent” coverage of ransomware under a property/casualty policy is not likely
to impact a security team much during its response to an incident. Silent coverage
typically would not come with much in the way of services related to ransomware. After
the incident is resolved, however, the security team would need to help document what
happened in the incident and what the impact and losses were.
Since the NotPetya attacks, insurers have been progressively reducing their silent risk.
They are explicitly excluding cyber/ransomware from renewed traditional policies and
requiring insureds to purchase cyber/ransomware as a special rider or a special policy.24

Practical Implications of Insurance for Ransomware
Cyber insurance that explicitly covers ransomware often includes services specific to
ransomware, including payment, negotiation, and incident response. For a security team,
the involvement of a cyber insurer makes management of a ransomware attack different
from management of other cyber crises. The insurer becomes a player in the process of
reaching the technical resolution, becoming more directly engaged than is common in
many other cyber crises. The reason the insurer is more directly engaged is that it is at the
center of a pivot point: Pay ransom or refuse to pay ransom.
The insurer may bring several of its own team members into the process. The insurer
itself may have experience and desire to negotiate the ransom. Alternatively, the insurer
may hire an outside negotiator. The insurer may want to have its own forensics experts
directly involved to inform the insurer of what is happening.25 The insurer may hire a
payments facilitator.
The cumulative involvement of so many of the insurer’s team members can detract from
the value of insurance to resolve a ransomware event.
In a ransomware event, many parties could be seeking information and giving advice
in a compressed time frame. In addition to the insurer and its team members, these
parties could include lawyers, investigators working directly under the lawyers, and law
enforcement. It falls to the security team to coordinate these people and manage their
input and their access to resources and information. The security team needs tact and
patience, the soft skills of diplomacy.
As the security team works through a ransomware event, it must advance numerous
alternative approaches simultaneously. The insurer, for example, may be ready to
pay ransom, and the security team must be ready to react to that payment and the
release of a decryption key. But then the insurer may discover that OFAC requirements
prevent the payment. The security team must then recover from backup or find some
other method for defeating the encryption. A partial alternative to cyber insurance
for ransomware is for an enterprise to retain a ransomware negotiator and payment
facilitator, directly, in advance.

24

PartnerRe, “Cyber Insurance—The Market’s View,” September 17, 2020, page 9.
https://partnerre.com/wp-content/uploads/2020/09/Cyber-Insurance-The-Markets-View-2020.pdf
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Understanding the Cost and Payback of
Cyber Insurance
Corporations have a lot of experience with various types of insurance. Corporate spending varies
by industry and company size, but it averages less than 0.2% of revenue.26 However, adoption of
cyber insurance is still low, and the offerings and terms are still evolving.27 For those reasons,
the costs and benefits of cyber insurance policies are not well understood.
The previous section detailed some of the time and staffing impacts the cybersecurity team
should expect when a cyber insurance policy is in effect. This section will focus on the hard
costs of cyber insurance and the typical payoffs.
Often in restaurants, the menu for a certain dish will not show a price, but will say “market
price.” This generally translates to “highly variable and expensive”—if the boats didn’t bring in a
lot of lobsters recently, your lobster thermidor is going to cost a lot. Cyber insurance is generally
market price—highly variable and often expensive compared with other forms of insurance.
The two major costs of cyber insurance are similar to those for many other forms of insurance:
• A
 nnual premium—Premiums are based on the amount of coverage, but often also on the
size of the company being insured.
• D
 eductible—Cyber
insurance policies will pay
nothing for any incident
below the deductible value,
and any payoff for larger
incidents is reduced by the
deductible value.
There may be other costs if
the insurance carrier requires
the company to demonstrate
compliance with cybersecurity
regulations or terms, or show
results of security audits or
penetration tests.
The payoff from a cyber
insurance policy is highly dependent on the contract language of the individual policy and is

Figure 5. Cyber
Insurance Pricing

beyond the scope of this paper. However, payoffs are generally limited to invoiceable costs of
restoration of services and documented business losses.
During 2020 and early 2021, there were a few publicly released pricing examples for cyber
insurance policies. The data points in Figure 5 show that policy premium costs average out to
somewhere between $12,000 and $20,000 per $1 million in coverage, but the pricing is lower for
small companies and higher for large companies.
26

Swiss Re Institute, “World Insurance in 2017: Solid, but Mature Life Markets Weigh on Growth, 2018,
www.swissre.com/dam/jcr:a160725c-d746-4140-961b-ea0d206e9574/sigma3_2018_en.pdf
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Aon, “Why the Take-up of Cyber Insurance Is on the Rise,” October 2019,
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Avoiding or Minimizing Ransomware Impact to the Bottom Line

10

The cost to avoid an incident is similarly highly dependent on the maturity of the
cybersecurity program and the company’s diligence in maintaining essential security
controls. Comparing costs to avoid estimates with cyber insurance costs and payoffs can
provide valuable guidance to management. Some recent public examples of premiums
and policy value give some idea of the cost and return and estimates of the cost to avoid
the incident.
Let’s drill down into two real-world examples.

Midsize Company, Small Policy
A company with fewer than 500 employees and between $100 million and $200 million in
annual revenue obtained a cyber insurance policy with $2 million coverage and a $25,000
deductible. The annual premium paid was $14,000.
The company was very proactive in security, but had an employee fall for a phishing
attack that resulted in corporate email being forwarded to the attacker. One email had
an attached spreadsheet that contained personally identifiable information about 28,000
customers, but no financial information was exposed.
Typically, the cost of breaches is in the range of $150 per record exposed, and lower for
breaches where financial data is not involved.28 Our estimate of the costs of a breach
of this nature is approximately $3 million, but the company impacted estimated its
invoiceable costs were $1.4 million with no business disruption costs. Most of those costs
were for remedying deficiencies and improving processes and may not have been covered
by the policy. The company decided not to make a claim on the policy, because payoff was
uncertain and premium costs may have gone up.
There are several ways the company could have avoided this breach, but we include two
simple examples here:
• Pay for a detailed penetration test, which would have discovered the vulnerability in
email as a service configuration setting that enabled the attacker to covertly turn on
email forwarding. Estimated one-time cost, including internal labor: $125,000.
• Require cellphone-based two-factor authentication for all email system logins. (This
was done after the event.) Estimated one-time cost including increased support
costs in the first year: $150,000.
In this case, at first glance, the cost to avoid equates to close to 10 years of premium
payments and seems expensive. However, such measures would have avoided the
$1.4-million direct financial hit, and most importantly, if the policy ever paid off, the costs
to avoid would be incurred anyway.

28

Chris Brook, “What Is the Cost of a Data Breach in 2019?,” Digital Guardian, December 1, 2020,
https://digitalguardian.com/blog/whats-cost-data-breach-2019

Avoiding or Minimizing Ransomware Impact to the Bottom Line

11

County Government
In May 2019, Maryland’s Baltimore County suffered a ransomware attack that shut down
the county’s network of 10,000 computers used by 22,000 employees and demanded a
ransom payment of 13 bitcoins. At the time, that represented a demand of about $80,000—
at today’s bitcoin valuation, it would be $640,000!
The county had no cyber insurance at the time, but refused to pay and incurred $10
million in recovery costs and $8 million in revenue interruption or delay. In order to
avoid this impact, the county would have had to upgrade its patch and configuration
management practices, maintain reliable backup systems, and invested in user awareness
education and strong authentication to prevent phishing attacks. SANS estimates this
would have cost $3 million to $5 million, and many of those costs were incurred by the
county after this incident occurred.
After the incident, the county obtained two $10-million cyber insurance policies with
a total deductible of $1 million at an annual cost of $800,000. If these policies had
been in place at the time of the ransomware attack, the county’s financial exposure
would potentially have been reduced to $1.8 million, the cost of the premium and the
deductibles. However, as discussed earlier, in order for the insurer to pay off the full $18
million, the county would have had to meet all requirements, been completely accurate
in all information provided to the insurer, and not been in violation of any clauses of the
policy. Equally important, the county would still have to incur the $3 million to $5 million
of mitigation costs to establish essential asset management, change control, endpoint
protection, and network traffic and log event monitoring processes.
In 2020, the county’s mitigation spending resulted in no successful attacks and no claims
on the policy, but when it recompeted the policies in 2021, the lowest prices totaled
$950,000 for the same level of coverage and deductible.
These two examples show the benefits and weaknesses of typical cyber insurance policies.
Cyber insurance can reduce, but not cap or fully transfer, the cost of an event, but it does
not reduce the level of prevention, detection, and response the security program needs to
maintain in order to meet the needs of the business and customers. Almost invariably, the
cost to avoid a ransomware event will need to be incurred after the event, whether or not
cyber insurance policies are in effect.
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Summary
Most companies have many years of experience in obtaining various forms of insurance.
However, cyber insurance is a new and still-evolving offering, and CXOs and boards may
have misconceptions of how much financial mitigation of incident impact such policies
will provide compared with investing the same amount in security improvements to
increase the odds that an incident will not occur. The extortion element of ransomware
has increased board risk and liability committee interest in cyber insurance.
CISOs should make sure they are involved in cyber insurance decisions and are aware
of the requirements and terms of all insurance policies in effect that are relevant to
ransomware in particular and cyberattacks in general. Some key points to convey include:
• Remedying gaps in essential security controls, such as asset inventory, configuration
management, endpoint protection, and network traffic and log event monitoring,
should be done before considering cyber insurance because it will avoid most
incidents and will be required after a damaging incident occurs.
• MFA is the only highly effective way of preventing phishing-based ransomware
attacks. Simple text message, two-factor approaches reduce successful phishing
attacks by more than 99% and are now widely used by CXOs and board members for
their personal financial accounts.
• The costs of cyber insurance include premiums and deductibles, but also may
increase the workload of the security team when policies are obtained and renewed,
as well as during ransomware incident response. Further, an insurer may require the
insured to purchase and deploy technology the insurer deems necessary, such as a
SIEM system or additional endpoint detection and response capabilities.
A tabletop exercise with management is an excellent way to get these points across and
to obtain buy-in for strategies that will reduce cybersecurity risk overall, as well as impact
decisions on cyber insurance.
A security team is wise to understand its cyber insurance policy before a ransomware
event happens. A step in this direction is a tabletop exercise involving the insurer’s
representatives. The security team should be prepared to work with them, ensuring they
have access to accurate information. Further, the security team should assess the insurer’s
team so executives are better prepared to make decisions. As a ransomware event
unfolds, the security team needs to advance multiple possible resolutions simultaneously.
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www.cisa.gov/cybersecurity-insurance
Federation of European Risk Management Associations,
www.ferma.eu/app/uploads/2019/02/preparing-for-cyber-insurance-web-04-10-2018.pdf
“The Extortion Economy: How Insurance Companies Are Fueling a Rise in Ransomware Attacks,”
www.propublica.org/article/the-extortion-economy-how-insurance-companies-are-fueling-a-rise-in-ransomware-attacks
“US Treasury Warns of Sanctions Violations for Paying Ransomware Attackers,”
www.darkreading.com/risk/us-treasury-warns-of-sanctions-violations-for-paying-ransomware-attackers/d/d-id/1339066
SANS Webcast: Cyber Insurance: What Is Its Role in Your Security Program?,
www.sans.org/webcasts/cyber-insurance-role-security-program-101012
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