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Sabre Relies on Prisma Cloud 
to Foster a Culture of Secure 
Innovation on Google Cloud

C A S E  S T U D Y

Industry
Technology

Challenge
Gain complete cloud visibility and centralize security 
management to confidently “shift left,” apply automation, 
and build a secure-by-design culture of innovation.

Answer
Prisma™ Cloud, the industry’s most comprehensive Cloud 
Native Security Platform, provides complete visibility 
and security across the entire development lifecycle, 
full technology stack, and all cloud environments along 
with Google Cloud’s best-in-class security and global 
infrastructure, with five layers of data protection.

Outcomes
• Centralizes cloud visibility and security management 

across diverse infrastructure in a single pane of glass.

• Improves overall security posture with “shift left” 
 capabilities and enables security control across the  
CI/CD pipeline to fix security flaws in pre-production.

• Fosters a culture of secure-by-design innovation and 
drives collaboration between DevOps and SecOps.

• Reduces time to resolve security incidents—from 
hours or days to seconds—with automation.

• Simplifies compliance with out-of-the-box 
 frameworks and policies as well as one-click 
reporting.

Story Summary
Committed to delivering high-velocity solutions to meet the 
ever-evolving travel needs of its customers, Sabre turned 
to Google Cloud for newer, faster, and more open platform 
technologies. Sabre was able to easily migrate on-premises 
applications and develop new data-rich applications lever-
aging Google Cloud’s microservices and container technol-
ogies (e.g., Google Kubernetes Engine [GKE®]), ultimately 
helping Sabre optimize costs as well as increase develop-
ment and business efficiencies.
Using Prisma Cloud, Sabre gained a centralized view of its 
environment and resources. With this newfound visibility, 
the company also shifted security left—earlier in the de-
velopment lifecycle—and effectively scaled security across 
multiple layers and instrumentation platforms. More im-
portantly, these security achievements translated into tan-
gible business outcomes for Sabre, including an elevated 
overall security posture and competitive edge: fewer critical 
vulnerabilities that required team attention and resources to 
remediate, and the ability to deliver products and services to 
market more quickly and securely than ever.

With the Cloud Come New Opportunities
Sabre, a world leader in the personalized travel marketplace, 
is committed to delivering high-velocity solutions to meet 
the ever-evolving travel needs of its customers. To do this, 
the company turned to the newer, faster, and more open 
platform technologies of the cloud. Sabre is transitioning 
its airline, travel, and hospitality applications to the cloud.  
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As Sabre is a multi-cloud organization, its strategic adop-
tion of Google Cloud was key to delivering a new, personal-
ized travel experience.
From a market disruptor point of view, Sabre embarked 
into uncharted territory, and Google Cloud partnered with 
 Sabre as a co-champion to develop new products and ser-
vices. As part of this venture, Sabre is leveraging Google 
Cloud’s unique services to migrate on-premises applica-
tions and develop new data-rich applications leveraging 
Google Cloud’s microservices and container technologies 
(e.g., GKE). Sabre is taking a dual migration approach: 
some applications are more monolithic and will be “lifted 
and shifted” into Google Cloud, while others will be con-
tainerized to help increase business and development ef-
ficiencies.

Cloud Security Is a Shared Responsibility
Security is a top priority for Sabre in the migration to the 
cloud, and the shared responsibility model is at the core 
of the company’s security approach. Three distinct secu-
rity objectives ultimately led Sabre to implement a third- 
party cloud native security platform—in this case, Prisma 
Cloud—to ensure a secure-by-design culture of innovation 
and complete cloud security for the business and its cus-
tomers.

1. Centralized Security Management
As Sabre integrated existing and new security instrumen-
tation at each layer of its diverse infrastructure, a cen-
tralized way to manage security was necessary. Visibility 
and insight into Sabre’s security posture were critical, but 
without a single-pane-of-glass view, it would be difficult  
to understand the security environment, let alone  remediate 
issues.

2. Automation
It’s not all that unusual for a software company to ask op-
erations—be that security ops, cloud ops, or its developer 
community—to fix hundreds, even thousands, of security 
vulnerabilities or misconfigurations. Because of this, au-
tomation was critical for Sabre’s security operations. The 
company identified areas to automate, such as remedia-
tion, infrastructure as code (IaC), and application code, se-
curely and without interrupting the business.

3. Implementation of a “Secure by Design” Practice
Being a thought leader in the cloud innovation and security 
space takes a keen focus on relationship building, both ex-
ternally and within the company itself. The security team’s 
relationships with key teams, functions, and stakeholders 
(e.g., developer community) were critical catalysts of suc-
cessful implementation. Sabre needed a security tool and 
approach to establish credibility and empower the develop-
ment of its vision for cloud, application, data, and network 
security. Ultimately, this generated internal partner buy-
in and support for the model. For Sabre, this process began 
with the ability to shift left.

Shift Left: The First Step in the Right Security 
Direction
Sabre has multiple development centers around the globe, 
with more than 4,000 developers. Dedicated DevOps teams 
utilize continuous integration/continuous development (CI/
CD) practices and leverage multiple orchestration tools that 
support various application types. Translating and oper-
ationalizing shift-left, secure-by-design principles takes 
support from the business as well as development and tech 
communities. It also requires an understanding of what it 
means to code securely, or to build a network or database se-
curely. Establishing guardrails and standards with the com-
munities and providing security tooling to enable developers 
are both vital.
Much of Sabre’s modernized environment in Google Cloud is 
based on IaC and rooted in the CI/CD pipeline. Prisma Cloud 
is a catalyst of Sabre’s ability to shift left and realize a more 
harmonized security and operational development lifecy-
cle. The platform provides complete insight where it wasn’t 
available before, so Sabre can now identify potential mis-
configurations based on policy and remediate issues before 
they reach production. Furthermore, Prisma Cloud offers 
direct integration with compliance frameworks (e.g., GDPR, 
PCI, SOC 2) that Sabre can consistently review to maintain a 
compliant state. Based on these frameworks, the team can 
build policies inside Prisma Cloud to show where the com-
pany is noncompliant, and then follow simple instructions 
to fix any issues.

Prisma Cloud: The Cloud Native Security  
Platform
With Prisma Cloud by Palo Alto Networks, Sabre gained a 
centralized view of its environment and resources. With this 
newfound visibility, the company also shifted security earli-
er in the development lifecycle and effectively scaled securi-
ty across multiple layers and instrumentation platforms. As 
such, Sabre now confidently applies automation to rapidly 
remediate security vulnerabilities and misconfigurations. 

With Prisma Cloud by Palo Alto  
Networks, Sabre gained a centralized  
view of its environment and 
resources. With this newfound 
visibility, the company also shifted 
security earlier in the development 
lifecycle and effectively scaled 
security across multiple layers and 
instrumentation platforms. 
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Google Cloud provides organizations with  leading 
 infrastructure, platform capabilities, and industry solutions. 
We deliver  enterprise-grade cloud solutions that leverage 
Google’s cutting-edge technology to help companies oper-
ate more efficiently and adapt to changing needs, giving cus-
tomers a foundation for the future. Customers in more than 
150 countries turn to Google Cloud as their  trusted partner to 
solve their most critical business  problems.
To learn more, visit cloud.google.com.

These security achievements elevated Sabre’s overall secu-
rity posture and competitive edge by reducing the number 
of critical vulnerabilities that required team attention and 
resources to remediate, as well as increasing production ve-
locity, delivering safe and secure products and services to 
market more quickly than ever before.
With many niche vendors to choose from, what stood out about 
Prisma Cloud was the roadmap and the Palo Alto  Networks  
vision. It was important for Sabre to avoid the security tool 
sprawl and management complexity that come from having 
too many vendors and products in play. Palo Alto Networks 
was the only security vendor with a comprehensive Cloud 
Native Security Platform to meet Sabre’s needs now and 
into the future.
To learn more about Prisma Cloud, visit paloaltonetworks.com/
prisma/cloud.

paloaltonetworks.com/prisma/cloud
https://cloud.google.com

