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Advanced Edge
Security
Comprehensive security
for branch users accessing
SaaS, cloud, and virtual apps

Breaking out locally from
the branch expands the
attack surface, exposing
the network to threats

Backhauling cloud traffic 
for security inspection
can negatively impact

performance

As you move applications to the cloud, the

complexity and breach attack surface increases

Transitioning to
multi-cloud may result
in a lack of consistent

security policies

Citrix SD-WAN offers a comprehensive and fully integrated
security stack—designed to protect the WAN edge—right

on your SD-WAN branch appliance so you can leverage
direct internet paths without risks. 

When implementing local breakout, you need to apply
comprehensive security at the edge with similar protection to
what you have in your data center.
 
Citrix SD-WAN edge security enables adoption of local internet
breakout and protects against branch and branch-to-branch
propagation of threats.
 
With Citrix SD-WAN's integrated security in the branch, you can
securely route users to cloud and SaaS applications via the
internet, effectively cutting costs and reducing latency and
complexity by not backhauling traffic to the data center.  

 

Bringing security closer to users  

Holistic edge security 

83% of businesses say their organizational and IT complexity
is increasing the risk of security breaches. Citrix SD-WAN
gives you built-in edge security functionality that you
manage centrally.

 

 

Integrated stateful firewall to monitor, allow, or block
traffic based on state, port, and protocols
Web filtering to block, flag, and monitor searches 
Signature-based IDS/IPS looks for known attacks
Anti-malware to protect against zero-day threats

Mitigate security threats at branches without compromising
performance with multi-layer protection including:

Simplicity of a single license
and single pane of glass

Citrix SD-WAN Advanced Edition offers the simplicity of a
single license for networking and security. No more multiple
licenses to buy, deploy, and manage. 
 
Citrix Orchestrator provides actionable security reports
allowing you to configure and manage security all in one place. 
 

 

  

 

Get comprehensive security at the edge with
Citrix SD-WAN Advanced Edition

Learn more at
citrix.com/sdwan
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