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Secure Your
Applications
and APIs Across

Multi-Cloud

with Citrix Application
Delivery Controller (ADC)

Applications and APIs are the most valuable and vulnerable assets
for any business—and securing them is critical.

The State of Application Security

App Breaches Readiness Security Budget

43% 62% 50%

of organizations of companies are not of organizations will
have experienced very confident about increase their budgets
application breaches their application for application
security security

Statistics sources from left to right: 2019 Data Breach Investigations Report by Verizon and
Cybersecurity Insiders Application Security Report 2018 (second and third statistics)

The Citrix application and API security solution
helps you achieve a strong and consistent
security posture across multi-cloud with

the simplicity of a single license.

Secure Your Applications and
APls with Comprehensive,
Layered, and Proven Protection

. . Simplicity of a
When it comes to comprehensive, layered, and proven single license:
security for your monolithic and microservices-based Comprehensive

applications, only Citrix L3-7 security features give you security across

the arsenal you need to fight the war on bad actors with: multi-cloud

= Web application firewall = Al/ML-powered behavior

= Bot management and zero-day protection

= APl protection = Microservices-based

= TLS offload and management application protection

= Layer 7 DDoS protection = Lower latency and low TCO for

= Rich analytics across deployments on-prem and cloud deployments

Citrix WAF is NSS Labs validated and top rated for price/performance
and security efficacy, so you can be confident that you've made the
right choice for helping you achieve PCI-DSS compliance.

Move to Multi-Cloud Faster

Citrix accelerates your journey to multi-cloud with:

= Operational consistency: Only the Citrix ADC portfolio is
built on a single code base, giving you the capability to
define and enforce consistent security policies across any
environment and form factor. P

= Holistic visibility: Only Citrix ADM enables you to gain o
insights across multi-cloud to proactively identify and aa
remediate threats. |

= Flexible licensing: Pooled-capacity licensing allows you to -

shift security licenses and capacity to where you need it
most with just a few clicks.

» Unified security license: One license gets you all the
security features you need.

= Cloud-based control and management plane: Citrix ADM
as a service enables you to deploy and troubleshoot faster.

Enable SecOps at DevOps Speed

Now SecOps can ensure that your applications stay
secure no matter how fast your developers create new
functionality. Citrix ADC provides:

= Support for monolithic and microservices-based
applications

= |ntegrated API protection

= |ntegration with DevOps tools like Swagger

= Support for service mesh architectures and Istio
control plane

Enforce Consistent Security Policies for
Effective Compliance and Governance

Only Citrix offers a single pane of glass for holistic
visibility and operations so that you can apply
consistent security policies across all your ADCs
wherever they are deployed to:

Achieve consistent security posture

Detect configuration drift

Enforce SSL compliance and governance
and more

2,000+ customers rely on Citrix ADC
for application and API| security

Learn more
citrix.com/networking/protect-applications-apis
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