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“Today, the cyber economy

is the economy. Corrupt those
networks and you disrupt
this nation.™

Condoleezza Rice, former
US National Security Advisor

Key
takeaways

66% of respondents view
cybersecurity primarily as
arevenue enabler.

Rethinking security through a lens of value instead of as
a budget line item can lead to transformative growth.

Mature security organizations
see a43% higher revenue growth
rate over five years than the

least mature organizations.

Those with advanced security capabilities
are converting them into significantly better
business outcomes.

43% of organizations report
outsourcing their security
program governance and
operations to partners.

Shared responsibility is becoming essential to security
operations, with 57% of respondents standardizing their
security architecture in coordination with security
partners.



10 trillion
reasons to act

Threat actors are winning in the cyber economy, seizing on the expansion of organiza-
tions’ overall attack surfaces and increased vulnerabilities introduced by society’s
reliance on connected services. It’s time for operations leaders to flip the equation—
not by matching dollars lost with increased spending, but by changing how they

think about cybersecurity.

Rather than living in a state of perennial defense, where attention is focused on
mitigating threats and surviving to fight another day, leaders need to recognize
security as an essential common thread that ties together the organization’s business
and technology strategies. Technology-enabled business transformation is no longer
aboutinvestingin individual areas simply to achieve functional maturity. Instead, it
must be about combining technologies and capabilities to unlock larger pools of
value, aligning operations to achieve greater efficiencies, and collaborating more
effectively to deliver better business outcomes.?

To make security a critical enabler of successful transformation and growth, organiza-
tions are shifting their focus from risk exposure to cyber resilience (see

Figure 1). The result is an organization less reliant on fixed boundaries, more
integrated with partners, and more resilient to the unknowns characterizing

today’s operating environment. This newfound and more mature security posture

will manifest itself differently within specific industries as well as within each
organization’s transformation journey.



To better understand enterprise perceptions of cyber This research presents one of the most compre-

risk and cybersecurity, the IBM Institute for Business hensive analyses to date of insights from leaders

Value (IBV) partnered with Oxford Economics to responsible for driving their organizations’ IT and

interview more than 2,300 business, operations, information security (IS) transformation agendas.

technology, cyber risk, and cybersecurity executives The findings paint a compelling picture of cyberse-

across 18 industries and 25 countries (see Study curity evolving into a core strategic capability that

approach and methodology on page 28). can reduce financial risk exposure, enable greater
operational efficiencies, and unlock new sources
of value.
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Refocusing from risk exposure to resilience results in a more mature

security posture that can fuel business transformation and enable

greater value.
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Arvind Krishna, CEOQ, IBM

The new economics
of cybersecurity

Concurrently, our research indicates security spending is becoming a more
significant portion of IT spending, increasing from an estimated 9% today to
more than 10% in 2024.

But moving from aspiration to action is a challenge. While 86% of respondents report
they’ve adopted a security strategy, only 35% of organizations have started executing
that strategy. And only about 50% align their security and business strategies.

Meanwhile, survey respondents indicate, on average, their organizations have faced 349
cybersecurity incidents and 9 data breaches in the past year alone. And as reported in
the 2022 IBM and Ponemon Institute Cost of a Data Breach study, the average cost of a
data breach was $4.35 million.® Why is stemming the tide of cyber threats so difficult?

One reason: it’s simply not a fair fight, economically speaking. Cybercriminals typically
take a patient, opportunistic, methodical approach, operating under an economic model
that has historically been based on extremely low-cost, low-risk yet high-reward oppor-
tunities. They routinely face little or no consequences for their actions. And they only
need to get it right once to reap substantial rewards.



For cyber defenders, the economics are noticeably
more complex. Organizations bear the brunt of costs.
This includes direct costs associated with threat
mitigation and recovery—and even more signifi-
cantly—indirect costs associated with losses of
reputation, intellectual property, brand prestige,
customers, and competitive advantage, as well as
disruption of operations, increases in insurance rates,
and regulatory fines—all of which can accrue for
years after the incident.”

Add to the equation the talent differential. Unlike
threat actors, who may employ relatively low-skill,
low-wage contractors and automated bots to probe
for vulnerabilities, cyber defenders are paying a
premium for high-skill, hard-to-find talent. In fact, the
need for both skill capacity and high-skill special-
ization is driving change in the cyber talent market:
respondents report that 58% of their

security workforce is now outsourced.

Operational
obstacles

Integrating the necessary
tools and talent across

the business is critical to
cyber resilience but difficult
toachieve.

5 8 % Lack of common tools

5 4 % Lack of skills (talent)

It’s not just the economics working against cyber
defenders. Operational complexity also presents
barriers.

Organizations must maintain vigilance across a
broad, expanding attack surface, contending with
both internal and external threats, while managing
relationships with stakeholders, customers,
employees, partners, competitors, policymakers,
and regulators. If they slip up just once, they expose
themselves to significant potential liability, especially
if risks compound each other in unpredictable ways
or arise from hard-to-notice systemic vulnerabilities.
Cyber defenders must get it right all the time.

Yet, even the most capable teams are subject to the
limits of time, attention, skills, capacity, and tools.
Inevitably, mistakes are made.

Our research revealed that the greatest obstacles to
the organization’s overall cyber resilience center on
coordination issues as well as capacity and skills
(see Figure 2).

O
5 1 /O Lack of resources (capacity)

O
5 1 %J Lack of common governance (standards)

O
4 8 /O Lack of integration between business units

Q: What are the greatest obstacles to your organization’s cyber resilience?



A lack of strategic alignment on security within the
C-suite poses yet another challenge. Cyber strategy
development appears split among CIOs (36%),
CTOs (35%), and CEOs (35%). And if CIOs focus on
operational goals, CTOs target technical goals, and
CEOs emphasize strategic visibility, the organization
may not benefit from higher value opportunities
requiring coordination across business, IT, and IS
teams.

The evolution of the security portfolio means IT and
IS concerns are increasingly interdependent. 74% of
respondents report their cybersecurity budget is part
of the larger IT budget and its approval process, with
only 26% indicating they maintain a standalone IS
budget. Today’s security operating model involves
critical collaboration across functional areas—

with either CIOs, CISOs, or CTOs (in that order)
responsible for leading most areas of the security
portfolio.

And finally, factor in the many unknowns in today’s
uncertain business environment. For instance,
increasing support from third-party services is
compounding the complexity of security operations—
especially if not approached strategically. This

can accentuate both systemic and transitive
risks—relationship-driven risks generated by inter-
connections with third parties—both of which are
difficult to understand, predict, or model.

Reliance on shared infrastructure, connected
services, and the proliferation of devices and machine
identities means many organizations are at greater
risk than they realize. Yet, we found respondents
estimate the business impact to be about the same
for different types of risks, indicating leaders may not
have insights about the magnitude and financial
consequences associated with different risk vectors.
These operational blind spots are a majorrisk in
themselves.

As aresult, business leaders are often left with poor
visibility into the cyber risks they do face, particularly
the downstream operational and financial impacts.
For many cybersecurity leaders, the critical challenge
is one of capacity, both in terms of resources and
decision-making. Executives are scrambling to
reconcile operational and resource constraints,
competing priorities, and a lack of understanding
about which IS investments contribute most to
business outcomes.

These uncertainties contribute to operational
complexity, often resulting in the inefficient
allocation of cybersecurity spend and an operations
environment that is more difficult to support. Indeed,
the potential complications of administering a multi-
disciplinary cybersecurity program are prompting
43% of respondents to outsource full security
program governance and operations to suppliers.



Cyber risk management shifts
security from budget line item
to value enabler

Organizations are looking for ways to help them
understand where and how to prioritize their security
investments. One of the best options is risk quantifi-
cation and related measures such as Return on
Security Investment (ROSI), which supplements
traditional ROI calculations with the financial benefits
gained from risks avoided or mitigated. Understanding
the value-at-risk measure is critical to supporting
decisions across the cyber risk and cybersecurity
lifecycles.

That’s because the value basis for security is
changing. While cybersecurity has historically been
regarded as a necessary expense, it can now play a
key role in spearheading strategic transformation
programs—as we’ve seen of late with investments in

FIGURE 3
Risk awareness pays off

A better understanding and avoidance of

security risks power performance.

Security as
cost center

Cost-to-
value ratio

Reducing
cost-to-value...

Value pendulum shifts
from cost to risk
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cloud security and zero trust capabilities.®
(See case study “US airline accelerates
transformation by reducing cyber risks.”)

Across the C-suite, this perspective is evident.

66% of respondents view cybersecurity primarily as a
revenue enabler, while 34% see it as a cost center.
When adjusted for sentiment, 4 in 5 respondents
indicate they perceive security as a value enabler,
highlighting security’s role in business and IT/IS
transformation programs.

Adept leaders sense opportunity: cyber risk is often
overlooked for improving operations and financial
performance. If an organization can gain efficiencies,
mitigate financial impacts, and avoid the loss of
revenue, it has significantly improved its bottom line.
In addition, an organization less susceptible to risks is
more resilient and less vulnerable to disruptions that
impede the execution of its long-term strategy.

This enables growth and top-line improvement

(see Figure 3).
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Case study

US airline
accelerates
transformation
by reducing
cyber risks?

With a broad digital transformation initiative that included migration of
applications to the cloud, a US airline recognized it was facing a fundamen-
tally different threat landscape. It needed to move aggressively to improve
its cyber resilience posture, setting a goal to reduce cyber risk and develop
azerotrust strategy aligned with its transformation journey.

The airline’s cloud and security leadership team chose a cloud security
architecture designed to deliver agility as well as a significantly more
mature security posture. Initially, the team focused on micro-segmen-
tation and a zero trust approach applied across the airline’s IT
environment. This was intended to prevent intruders from accessing
sensitive data or posing a ransomware risk. With this enterprise-wide
solutionin place, the airline gained greater visibility into cyber risks and
the ability to quickly isolate threats and quarantine high-risk systems in
real time.

The team then turned their attention to developing a DevSecOps model to
transform their application development processes. This helped increase
developerawareness and enabled a more proactive approach to security.

After more than ayear in production, the enterprise-wide security solution
has accelerated the airline’s digital transformation journey by reducing
residual risks across new applications and new cloud environments. With
security at the core of its transformation, the airline can move operations
to cloud confidently and surpass competitors by enabling more tailored
customer experiences and more efficient, cost-effective operations.



The emergence of Governance, Risk, and Compliance
(GRC) programs spanning IT and IS functions is
compelling evidence for the strategic benefits of
cyber risk management.’® As a complement to
traditional security operations, this approach
emphasizes protection and prevention activities,
moving from reactive threat management to
proactive risk mitigation and risk avoidance.

Many organizations seem to be heading in this
direction. Respondents say cyber risk and cyberse-
curity responsibilities are shared across the executive
ranks, mostly among CIOs, CISOs, and CTOs.
Because cyber risk practices are inherently multidis-
ciplinary, they are one of the most straightforward
means of breaking down operational silos. (See case
study “Insurance company aligns security and
business strategies to support transformation.”)
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Yet, the desire to develop more mature cyber risk
capabilities has not been matched by implemen-
tation. For example, while 61% of respondents say
improving cyber resilience is one of the most
important business drivers for their cybersecurity
investments, 54% indicate their security controls are
either not aligned or only partially aligned with their
organization’s risk posture. Perhaps most revealing:
only 25% of respondents are implementing,
operating, or optimizing cyber risk quantification
capabilities.

Developing advanced cyber risk capabilities is one
of the most promising areas for rapidly improving
the organization’s overall security posture. As we’ll
explore in the next section, organizations proficient
in cyber risk management—along with the more
forward-looking ecosystem attunement—are
realizing higher levels of financial and operational
efficiency, performance, and resilience.



Case study

Insurance
company aligns
security and
business strategies
to support
transformation?

In pursuit of a long-term growth agenda, a property and casualty
insurance company needed to refine its cybersecurity strategy by
incorporating forward-looking cyber resilience capabilities. This required
a holistic assessment of how industry trends and emerging technologies
were impacting its business, technology, and security capabilities. The
outcomes enabled the insurer to define a new path forward, anchored on
cyber resilience, innovation, people, and customers.

Following a series of capability-focused workshops to define the “art of
the possible” with cross-functional teams at all levels, the company
developed a zero trust reference architecture to guide the design and
deployment of least-privilege access policies. This had the operational
benefit of informing technology decisions for establishing restricted,
segmented access across the network environment.

After several months, leaders concluded the solution had delivered the
necessary strategic business alignment across both security and
technology portfolios. They can be more confident that the company’s
security strategy will continue to support its digital transformation journey
for the foreseeable future. The company also boosted its overall cyber
resiliency by improving its ability to respond to emergent threats.
Additionally, it could use insights from the transformation effort to build
stronger business cases for future cybersecurity investments.

11
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“Security spending is tied into our customers’ desires to move
to the cloud, drive more direct relationship with their
customers, and modernize their IT infrastructure, as well as
drive efficiencies while adapting to a new way of working.”*?

Nikesh Arora, CEO, Palo Alto Networks

Attuning security capabilities
for value realization

Our findings suggest there is no single way to go about security
transformation. To better understand how different organizations
approach their security evolution, we looked at how security
capabilities are impacting business outcomes.

First, we assessed respondent organizations’ security maturity in five areas. To attain
maturity in an area requires specific actions and capabilities, which build on each
other to yield more value (see Figure 4).

FIGURE 4

Rethinking security through a value lens

Modern security capabilities build upon each other to enable

broader enterprise and ecosystem-level value propositions.

1

Strategy and
cyber risk

Execute on security
strategy and ensure
controls are aligned
with risk posture

Strategy and

cyberrisk

2

Functional
maturity

Modernize and
coordinate delivery
of core security
capabilitiesin areas

such as cloud security,

DevSecOps, and
security architecture

Functional
maturity

3

Security
operating model

Design, build,

and orchestrate
technology,
processes, skills,
and governance
across the security
function

Security
operating
model

A

Business
integration

Strategically extend

security capabilities

across core business
functions

Business
integration

Engage ecosystem
partners in design and
delivery of security
capabilities and new
value propositions

Potential value
of security
capabilities

13



Our analysis revealed that organizations fall into
different stages of security maturity, from least
mature (Stage 1) to moderately mature (Stages 2A
and 2B) to more mature (Stage 3; see Figure 5). When
comparing the Stage 1 and Stage 3 organizations, the
differences are stark:

FIGURES5

Stages of security maturity

Respondents are at different points based on
their advancements in these areas.

Percent difference from average,

— Stage 1 organizations are typically smaller (based
on revenue) with less complex environments, are
less mature in terms of technology and operations,
and have made the least progress on implementing
new security capabilities.

with 0% representing the average of all respondents
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— Stage 3 organizations are larger, have adopted
emerging technologies such as cloud and Al, and
embed security across the enterprise and out into
their ecosystems.

— Only 1 in 3 of the lower maturity organizations
view their security function as a revenue enabler
compared to 9 in 10 among executives in the higher
maturity organizations.

— Only 22% of executives in Stage 1 organizations
indicate that cybersecurity is contributing
positively to ecosystem integration compared
to 52% among Stage 3.

We also found the journey from lower to higher
security maturity is not the same for all organizations.
As shown by the Stage 2A and 2B groups, the path to
maturity depends on how they prioritize capabilities
in certain areas (see Figure 6).

Stage 2A organizations are transitioning from
strategy to capabilities by focusing on both the
security operating model and ecosystem coordi-
nation areas. As they develop a more sophisticated
security operating model, they are relying on partners
for specialized skills and capabilities.

Security transformation paths

The fork in the road is defined by how an organization’s business
and security strategies influence operational priorities.

Stage 1

(lower maturity)

\ \

(moderate maturity)

| |

l

Stage 3
(higher maturity)

When enabled as part of a modern security strategy,
extending security capabilities into the ecosystem
can be an equalizer in the battle against cybercrime,
rather than only a source of greater vulnerability and
risk. By allowing partners to share risks and responsi-
bilities, these organizations are developing a more
sophisticated security posture through practices
such as information sharing, collective defense, and
defense-in-depth.1?

In contrast, Stage 2B organizations are concentrating
on understanding their cyber risk and aligning that to
their cyber strategy. This is paying off in terms of a
lower ratio of security breaches to security incidents,
suggesting greater efficiency in their security
operations. Stage 2B organizations are also making
strides toward integrating security into the wider
enterprise.

To progress to the higher security capabilities of
Stage 3, Stage 2A and 2B organizations need to
broaden their focus and extend their capabilities in
other maturity areas. Both groups indicate they see
the potential of security to generate opportunities—
with 59% of Stage 2A and 83% of Stage 2B executives
viewing security as a revenue enabler.

Stage 1

— Limited use of major new security capabilities
— Limited technological maturity

— Significant blind spots for risk

— 33% see security asarevenue enabler

— Prioritizes security coordination with partners

— Advanced security operating model

— Limited alignment of security posture with cyber risk
— 59% see security asarevenue enabler

— Prioritizes alignment of security posture with
cyberrisk

— Limited security coordination with partners

(moderate maturity) - Immature security operating model

— 83% see security as arevenue enabler

Stage 3

— Security embedded across the enterprise

— Security strategy aligned with business strategy
- Strongsecurity governance processes

— 90% see security as arevenue enabler
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The cumulative effects of security transformation are
evidentin the Stage 3 group. They—more than any
other group—are converting their advanced security
capabilities into significantly better business
performance, as measured by financial factors

such as growth and profitability.

Security maturity fuels growth

Stage 3 organizations have experienced a higher
revenue growth rate (43% over 5 years) and higher
profitability (41% higherin 2021) than those in Stage 1.

Cumulative revenue by stage

Percentage revenue growth (Index 2018 = 100)
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Stage 2B

Stage 2A
140 &

® Stage 1
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110
100 —

2018 2019 2020 2021 2022 2023

Based on IBV analysis.
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Over afive-year period, organizations in Stage 3
report a 43% higher average revenue growth rate
compared to those in Stage 1. They also experience
higher profitability, measured by operating margins
(see Figure 7).

While organizations in Stages 2A and 2B have
focused on different areas in building their security
capabilities, they are seeing comparable business
performance. This reinforces that the most
appropriate steps taken toward Stage 3 depend on
the circumstances of the organization, namely how
business and security strategies influence
operational priorities.

Annual average operating margin by stage

Operating margin as a percent of revenue

15
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5 Stage 3
Stage 2B
Stage 2A
® Stage 1
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When looking at other performance factors, organiza- tangible benefits that range from greater IT resilience

tions in Stage 3 are far more likely to outperform their inside the organization to far-reaching impacts such as
peers in key areas such as agility, innovation, data ecosystem engagement and open innovation with partners
management, and talent development—all areas of outside the organization (see Figure 8).

criticalimportance for transformation. These organi-
zations are converting their security capabilities into

Stage 3 organizations are more likely to
outperform peers in key transformation
areas, such as agility, innovation, data
management, and talent development.

Figure 8

Security shapes business success

® Stagel
Organizations are converting security into tangible © Stage 2A
outcomes that improve business performance. Stage 2B

® Stage 3
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For ROSI—the financial measure identified by
respondents as most important when evaluating
potential security investments—organizations report
a healthy return. Across all respondents, the average
ROIreported is 184% while the average ROSI is
292%. Perhaps unexpectedly, organizations in Stage
1 report a higher ROSI than those in Stage 3. This is
likely a case of diminishing marginal returns. In other
words, the higher the investments required to cover
larger, more complex operations, the lower the
overall ROSI. In comparison, smaller organizations
that have not yet made significant security
investments often benefit from higher ROSI given the
relative abundance of investment opportunities in the
form of “low-hanging fruit.”

While the most mature organizations are demon-
strating how security investments become revenue
enablers, Stage 3 should not be considered the end of
the journey. To continue adapting to dynamic security
demands, leaders must look inside and across their
organization for new ways to extend the value of
security services, as well as to external partners and
suppliers in the extended ecosystem. This is where
they can find opportunities to address new risk
vectors, develop a more comprehensive shared
responsibility model, and use open innovation to
enable emergent value propositions.
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George Kurtz, CrowdStrike, CEO

Unlocking greater value by
sharing risk, responsibility,
and resilience

The shift toward shared responsibility signifies a remarkable evolution in security
strategy, one thatis increasingly evident as organizations move from perceiving security
as a cost center to security as a value enabler. The question is: how do you convert
shared responsibility into business outcomes?

This evolution begins internally as more effective working partnerships are developed
across the C-suite and with line-of-business leaders. Breaking down functional silos is
essential to understanding cyber risks and articulating a consolidated business, IT, and
IS strategy. Doing so empowers these executives to elevate security operations to the
next level.

Taking shared responsibility even further involves engaging multilaterally with
ecosystem partners whose strategy, approach to risk, and ability to execute are
complementary. This facilitates both specialization and the ability to capitalize on
shared investments (for example, hyperscale infrastructure and services). This, in turn,
allows organizations to realize a combined value more significant than what they can
achieve on their own. (See case study “Life sciences manufacturer positions security
as a business enabler” on page 21.)

Stage 3 respondents demonstrate how the most mature organizations are extending
capabilities beyond the shared responsibility model, evolving toward a security
framework that combines the benefits of shared value and shared resilience (see Figure
9). For these organizations, partners are using standardization and common governance
to advance their mutualinterests. This includes supporting mutual communities of
interest, knowledge, or practice as well as standardizing incident response procedures
and security policies across partner operations.
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For many organizations, shared value is generated
through greater collaboration and greater
operational integration. 56% of respondents cite
sharing risks with their downstream business
partners as the most common benefit. Other gains
involve limiting risk exposure through methods such
as contractual agreements. But respondents are
also prioritizing cost-performance considerations
over potential risk exposure when choosing their
ecosystem partners. This suggests that transitive
risk may become more of an issue as ecosystem
relationships grow more complex.

Figure 9
Extending security into the ecosystem

Organizations are collaborating more often with
partners, sharing risk and responsibility and
ultimately value.

Standardizes security architecture
with security partners

Establishes shared communities

Collaboration of interest/knowledge

with partners
Standardizes incident response
procedures across partners

We share risk with downstream

Partner ecosystem partners
benefits . - -

f ) In outsourcing decisions, we prioritize
fromsharing cost-performance optimization over
risk and potential risk exposure

Contractual agreements with third
parties serve animportant role in
limiting potential risk exposure

responsibility

Q: How does your organization work with partners to implement a shared
responsibility/shared accountability cybersecurity model?

Q: Towhat degree are your ecosystem partners benefiting from your
cybersecurity investments and capabilities?
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Many organizations are generating
shared value through greater
collaboration and operational
integration with partners.
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Case study

Life sciences
manufacturer
positions security as
a business enabler®®

Faced with cost pressures across non-core functions and skill shortages
across its IT and IS portfolio, a life sciences manufacturing company
decided to outsource IT operations. To help ensure separation of duties
between the client’s IT provider and IT security functions, the company
chose to supplement IT services with a managed security services
provider (MSSP) that could successfully integrate with other partners
across the organization’s ecosystem. Through integrated operations and
shared governance, multiple parties across the ecosystem could realize
operational benefits.

The solution began with an aggressive transition plan and associated
transformation roadmap designed to steadily mature the company’s
security capabilities. It included an open platform that provides 24x7
threat management capabilities, enabled by an accelerated transition to
new IT and IS service providers. The company established a common
governance model to provide continuous alignment across multiple
strategic partners.

Now with consolidated security operations and increased security
maturity, the company has gained improved management of cyberrisk as
well as more efficient threat management. Application of a streamlined
transition methodology enabled the company to accelerate cost savings
and time to value. Through this transformation, the life sciences company
has repositioned security as a business enabler.

21



Most notably, Stage 3 organizations are succeeding in
shifting their security approach from value-at-risk to
value-to-risk by working horizontally within their
organization and collaborating with partners to share
risk, enable new value propositions, and coordinate
operations. As measured by factors such as the ratio
of breaches to incidents, these organizations are
working with partners to enhance their collective
cyber resilience (see Figure 10). When compared to
their peers, these organizations stand out in one
crucial way: they position security as a critical
component of their overall transformation programs.

What makes these organizations better at security is
what makes them better at converting opportunities
to growth. They possess more mature capabilities in
cyber risk and ecosystem partner coordination as
well as greater efficiency, speed, specialization, and
scale—all the attributes of a more open—and more
resilient—organization.
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This change in strategy depends on how an organi-
zation approaches its cloud transformation. The key
difference is that security outcomes are viewed as
business outcomes.*® The organization moves from
an initial focus on connected services and shared
operations to a “deep cloud” approach,

which concentrates on driving greater business
performance by prioritizing business-critical value
streams. By changing their perspective to risk, value,
and resilience, leaders can better address the myriad
challenges and uncertainties that complicate the
security operations environment. This enables them
to prioritize investments that generate the greatest
operational and financial benefits.

Given anincreasingly unpredictable business
environment, the emergence of the cyber economy
as the de facto economy represents a watershed
moment with longstanding repercussions over the
decade to come. Those that embrace this new
paradigm are better positioned to capitalize on
these opportunities. The accompanying action guide
provides additional guidance for how to get started.



Security for the public good

Ecosystem partnerships based on shared
responsibility, shared resilience, and shared value

are transforming security operations.

Traditional security (pre-cloud era)

— Enterprise builds own defense against
cyber attackers

— Emphasis on security perimeter

— High cost, low effectiveness

— Limits collaboration

Shared responsibility (shallow cloud era)

— Some IT moves to different clouds, each with own
security posture (stronger than enterprise IT)

— Bilateral security coordination

— Higher efficiency, improved security posture

— Bilateral approach and “lock-in” impede
transformational value

Shared resilience (deep cloud era)
— Multilateral coordination among
ecosystem partners

— Strong collective security posture proactively
reduces attackers’ capabilities

— Security as shared public good

— Reduces risk; enables openness, value creation,
and transformation

Threat

Enterprise

Cloud B
CloudA
CloudB

Partner A

Partner B

Security
CloudC
CloudD
Cloud E

PartnerC
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Action guide

24

— Make a holistic assessment of your current security transformation roadmap in relation to your

organization’s business, IT, risk appetite, and security strategies.
Work with peers to better understand your organization’s approach to cyber risk management.

Focusing on shared responsibility and shared accountability, work with peers to understand
where to rely on partners to share or transfer risk.

With an emphasis on shared value, consider where your organization should work with
partners to achieve greater economies of scale, or where you can prioritize investments to
achieve greater specialization and differentiation.

— Think horizontally to enhance decision flow across your organization by emphasizing security

maturity along the five capability dimensions: strategy and cyber risk, functional capabilities,
security operating model, business integration, and ecosystem coordination.

Use value stream assessments to determine which parts of the IT and IS portfolio contribute
the most value to your broader transformation efforts.

Working with peers across the IT/IS portfolio, estimate the common value pool from aligning
business, IT, and IS investments.

Qualify and quantify the investments required to achieve desired business outcomes based
onyour business strategy, IT/IS strategy, and risk posture.

Engage internal partners to remove functional silos, improve efficiency, and refine the strategy
to achieve common objectives. Look at security as a horizontal capability across the enterprise
rather than a business vertical.

Engage external ecosystem partners in open innovation, align your approach to cyber risk
management, and foster opportunities to work together to achieve strategic objectives.
Focus on the principles of collective defense, cyber resilience, and defense-in-depth.



Action guide

— Work across your organization to develop a transformation roadmap based
on shifting security operations from a cost center to a revenue enabler.

— Capitalize on abundant opportunities for high ROI and high ROSI investments to
enhance cyber risk and cybersecurity capabilities, and broader IT/IS transformation.

— Prioritize improvements to your cyber risk management maturity.

— Continue enhancements to the operating model and ecosystem partner
maturity while deepening business integration and functional maturity.

— Take advantage of the improvements in business outcomes from cyber risk
management (for example, reduction in financial risk exposure and decreased
likelihood of adverse events).

— Focus on enhancing your business integration and ecosystem partner efforts
to achieve better efficiency and economies of scale.

— Re-assess your security strategy based on internal versus external factors,
the organization’s changing risk profile, and how business and IT/IS factors create
new challenges and opportunities.

— Recognize that your organization can still benefit from improvements in capability
maturity and identify which capabilities can generate the greatest impact.
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