CASE STUDY

Seattle Cancer Care Alliance Selects
Gigamon for Visibility Across Virtual
and Physical Infrastructure
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Cancer Care
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Gigamon®

AT A GLANCE

Challenge

Previous monitoring methods, which
included simple spanning/mirroring from
the switches, weren’t able to provide
visibility across virtual and physical
environments for application performance
and security monitoring. SCCA needed
a solution that could effectively deliver
visibility from various physical and virtual
environments to critical security and
performance monitoring tools.

Solution

The Gigamon® Visibility Fabric™ solution
includes GigaVUE-VM, for visibility

into virtual workloads, and modular
GigaVUE-HD4 and GigaVUE-2404 chassis
fabric nodes with patented Flow Mapping®
to provide intelligent visibility of traffic flows
across virtual and physical environments.

Benefits

» Access to 1Gb and 10Gb traffic
for multiple performance and
security tools

« Visibility into inter-VM and intra-VM
traffic in virtualized environments
to troubleshoot applications of
varying maturity

- Integrate a variety of tools smoothly
and effectively across physical and
virtual environments

Business Challenge

Seattle Cancer Care Alliance (SCCA) is a world-class cancer treatment center that
unites doctors from Fred Hutch, UW Medicine, and Seattle Children’s to lead the
world in the prevention and treatment of cancer. They chose Gigamon to gain the
visibility needed to protect the critical information and research they retain and to
help ensure maximum network performance. This visibility enables them to offer the
best tools and systems available to the doctors and administrators of the clinic so
they can, in turn, provide the best possible treatment for their patients.

“Not only do we need to monitor the performance of our environment, but in today’s
world of breaches and hackers targeting patient data and information, it’s absolutely
necessary to have advanced feature-rich solutions to monitor and secure that
information. The question becomes how to feed these solutions and integrate them
into a holistic monitoring infrastructure,” said Matt Plitnik, IT Infrastructure Manager.

In the healthcare field, there are a variety of systems that need to be monitored

for performance and reliability. Hospital and clinic environments have connected
various systems to their network like infusion management, electronic health
records, patient monitoring, order entry, and medicine administration. This is in
addition to the hospital, lab, and financial management systems. Some of these
are critical, life saving, or life-sustaining systems to patients of the hospital and
performance problems or failures could be disastrous. Each one of these systems
has associated applications that need to be monitored for performance, regardless
whether they are deployed in a physical or virtual environment.

Seattle Cancer Care Alliance’s demanding and sensitive environment requires

a variety of tools. This includes SourceFire intrusion detection and prevention
systems (IDS/IPS) to secure their network while utilizing the real-time wire data
analytics solution, ExtraHop, to monitor and ensure application performance. They
also have about 200 virtual machines running in their data center. This includes
50 core applications and approximately another 150 applications running in their
virtualized and physical environments with varying degrees of application maturity.
They wanted to be able to provide the necessary visibility from these physical and
virtual environments to all of the tools in the monitoring infrastructure.

Resolution

The Gigamon Visibility Fabric solution including the GigaVUE-VM, for visibility

into virtual workloads, and modular GigaVUE-HD4 and GigaVUE-2404 chassis
fabric nodes with patented Flow Mapping® technology to provide intelligent
visibility of traffic flows across virtual and physical environments. GigaVUE-FM
provides centralized management of the flows and configurations for their Visibility
Fabric deployment.

“With Gigamon, you get a turnkey solution that can do it all and
then scale as you grow adding new tools as needed. Setting up
the configurations and flows in the Fabric Manager was super
fast and easy.”
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Benefits

Seattle Cancer Care Alliance’s edge is being upgraded

from 100Mb Fast Ethernet to 1Gb and 10Gb data center
interconnectivity, while their backbone is all 10Gb. The Gigamon
Visibility Fabric solution was able to provide access to traffic from
these links of various speeds. They were able to deploy their
SourceFire IPS/IDS to secure their environment from malicious
attacks and breaches and leverage it to its full capacity using
the intelligent aggregation. At the same time, the Visibility Fabric
enabled them to serve up only the relevant data from the virtual
and physical environments to their ExtraHop real-time wire data
analytics solution.

They managed the creation of map rules and monitoring policies
through the GigaVUE Fabric Manager. “With Gigamon, you get

a turnkey solution that can do it all and then scale as you grow
adding new tools as needed. It really was measure twice, cut
once,” said Plitnik. “And setting up the configurations and flows in
the Fabric Manager was super fast and easy.”

“Gigamon really helps with the efficiency of our operations,
too. The network engineer can touch the network fewer times
to monitor, troubleshoot, or look for anomalies. You can tweak
and tune things on the fly so you don’t have to interrupt normal
business operations to change something to the monitoring
infrastructure,” said Adrian Lane, Network Architect.

By implementing a Gigamon Visibility Fabric solution, Seattle
Cancer Care Alliance was able to gain visibility to 100 percent

of the traffic for security and performance monitoring and
troubleshooting solutions. They could cleanly integrate all of
their monitor tools into a holistic monitoring infrastructure while
allowing room to grow and add, remove, or change tools and the
associated monitoring policies as they need. They gained the
visibility they needed to protect sensitive patient information and
ensure maximum network and application performance to offer
the best possible treatment for their patients.

About Gigamon

Gigamon is the first company to deliver unified network
visibility and analytics on all data-in-transit, from raw packets
to apps, across physical, virtual and cloud infrastructure. We
aggregate, transform and analyze network traffic to solve

for critical performance and security needs, including rapid
threat detection and response, freeing your organization to
drive digital innovation. In short, we enable you to run fast,
stay secure and innovate. Gigamon has been awarded over
75 technology patents and enjoys industry-leading customer
satisfaction with more than 3,000 organizations, including
80 percent of the Fortune 100. Headquartered in Silicon
Valley, Gigamon operates globally. For the full story on how
Gigamon can help you, please visit www.gigamon.com.
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